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PURPOSE

The purpose of this policyPolicy) is to provide directionand guidancéo members of
theFayetteville State UniversityUpiversity) community regarding safe and responsible ofse
Universitytechnology resources and to outlithee standardof acceptablaise membersof the

Universitycommunitymustabide by. To ensure thesghared antniversityinformationresources






UNIVERSITY OWNED RESOURCES

The Universityis committed to protecting its information resources from illegal or damaging
actions by individuals, either knowingly or unknowinglniversityinformation resources,
including but not limited to computer equipment, software, operating systetorage media,
network accounts providing electronic mail, web browsing, and other information seavectse
property of thdJniversity. These systems are to be used for business and scholarly purposes in
serving the interests of théniversityin the course or normélniversityactivities. It is the
responsibility ofUsersto know these guidelines, and to conduct their activities accordingly.

A. General Use and Ownership

1. Official/ Personal Use of University Resources

Users with Universityauthorized accounts may use the available computing
resourcesand/orfacilities forofficial Universitybusiness andcholarlypurposes
so long as such use:

x Does not violate any law dniversity policy.

x Does not involve significant use Bhiversity resources, direct costs, or
substantial interference with the performanc®oiversity duties/work.

x Does not result in commercial gain or private profit.

x Does not bring discredit to théniversity.

Employee



For security and network maintenance/operation pagasuthorized individuals
within the Universitymay monitorUniversityequipment, systemand network
traffic at any time, in accordance withiversity policies and procedures.

Information Security

Users & University resourcesare responsible for the security of informationtheir
possession andill be heldresponsible for any activity originating from their account
Thus, Usersshould take all necessary steps to appropriately protect any confidential
informationby doing tte following:

x Keepng passwords secure andt share account$roviding access to another
individual, either deliberately or through failure to secure its access, is prohibited.
x Immediatelychange th& account passworid unauthorized use is


mailto:InfoSec@uncfsu.edu

Activities $ITHFWLOQOJ WKH 8QLYHUWNetwavk TV 6\VWHPV DQG

1.

10.

11.

12.

Sharing Your Password.Revealinganaccount password to any other person or
entity or allowing use ofan account by any other person or entity
(e.g.,administrative assistantgraduate assistantsy-workers,classmates).

Granting Unauthorized Access Granting access tdniversityinformation

resources to unauthorized Users.

Downloading or Distributing Unlicensed Software Violations of the rights of

any person or company protected by copyright, trade secret, patent or other
intellectual proprty, or similar laws or regulations, including, but not limited to,
the installation or distribution of "pirated" or other software products that are not
appropriately licensed for use thye Universityand the end user.

Purposefully Downloading Malware. Introducingmalicious programs
into Universitynetworks or systems (e.g., viruses, worms, Trojan horses, etc.).

Downloading or Sharing Inappropriate Content. Displaying, procuring, or
transmitting material that is in violation bfiversity codes of onduct, sexual or
discriminatory harassment policies or laws, or hostile workplace laws.

Using Peerto-Peer File Sharing Applications Using peetto-peer file sharing
applications or websites to upload/download protected intellectual property
(e.g.copyrighted video, music, software).

Playing Graphics-Based Interactive Games Due to limited network
resources, the use Ohiversity network facilities for playing graphidsased
interactive games is prohibited.

Effecting Security Breaches Accessingdata of which thé&Jseris not an intended

recipient or logging into a server or account that Ukeris not expressly
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regularUniversityjob function.

Disrupting Network Communications. Interfering with  network
communications through disruptive activity such as network sniffing, network
floods, packet spoofing, denial of service, and forged routing information for
malicious purposes.

Circumventing Access @ntrols. Bypassinguser authentication or authorization
access control mechanisms to access orldhefersityinformation resources the
User is not authorized to access.

Attempting to Intercept, Compromise, or Tamper with Passwords.Copying
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intercepting network traffic, or attempting to discover passwords of other Users to
gain unauthorized accessUaiversityinformation resources.

Unauthorized Scanning of Network#Systems ScanningJniversity networks
or systems for security vulnerabilities (this includes port scanning) is expressly
prohibited unless prior notification to ISO is made.






D. Social Media

1.



