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Policy Chapter: Chapter 14 Information Technology
Policy Number and Title: 14.003 Acceptable Use

I.  Policy Statement

The University of North Texas (UNT) provides Information Resources for employees, students, and
authorized individuals to use in conducting official University business and for other purposes as
authorized in this policy.

II.  Application of Policy

This policy applies to all users granted access to University Information Resources, including but
not limited to students, faculty, staff, and guests.

[ll.  Policy Definitions
A. Access

“Access,” in this policy, means the physical or logical capability to view, interact with, or
otherwise make use of information resources.


https://comptroller.texas.gov/about/policies/open-records/public-information-act.php#:%7E:text=Texas%20Government%20Code%2C%20Chapter%20552,ask%20why%20you%20want%20them.

G. Employee

“Employee,” in this policy, means an individual who is employed full-time, part-time or in a
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https://statutes.capitol.texas.gov/docs/PE/htm/PE.32.htm

1. Authorized Use
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https://itss.untsystem.edu/divisions/mrs/is/unt-system-information-security-handbook.php
https://itss.untsystem.edu/divisions/mrs/is/unt-system-information-security-handbook.php
https://comptroller.texas.gov/about/policies/open-records/public-information-act.php#:%7E:text=Texas%20Government%20Code%2C%20Chapter%20552,ask%20why%20you%20want%20them.



https://policy.unt.edu/policy/13-010
https://policy.unt.edu/policy/14-002
https://policy.unt.edu/policy/14-002
https://itss.untsystem.edu/divisions/mrs/is/unt-system-information-security-handbook.php






https://itss.untsystem.edu/divisions/mrs/is/unt-system-information-security-handbook.php

3. Users must maintain the secrecy of their passwords. If a user suspects their password
is compromised, they must reset it as soon as possible.

4. Users must report any misuse of Information Resources or violations of this policy to
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c. injecting a virus or other malware into an Information Resource;

d. sending a message with the intent to disrupt University operations or the
operations of outside entities;

e. printouts that tie up Information Resources for an unreasonable time period to the
detriment of other authorized users;

f. sending spam messages;

g. computing tasks that consume an unreasonable amount of resources, either on or
off campus, to the detriment of other authorized users; and

h. failing to adhere to usage limitations that apply at particular computer facilities on
campus.

4. Use of University Information Resources for personal financial gain unrelated to
University responsibilities and job expectations or for a personal commercial purpose.

5. Failure to protect the privacy of a password, account, or confidential information from
unauthorized use or access.

6. Permitting someone to use another’s account or credentials, or using someone else’s
account or credentials.

7. Unauthorized use, access, reading, or misuse of any electronic file, program, network,
or system.

8. Unauthorized use, access, duplication, disclosure, alteration, damage, misuse, or
destruction of data contained in any electronic file, program, network, or University
hardware or software system.

9. Unauthorized duplication and distribution of commercial software and other
copyrighted digital materials. The unauthorized duplication and distribution of
software and other materials protected by copyright (including copyrighted music,
graphics etc.) is a violation of copyright law and this policy. Exceptions to this violation
include specific authorization by the copyright holder or use protected by the fair use
provisions of the copyright law.

10. Infringing upon the copyright, trademark, patent, or other intellectual property rights
of others through the use of institutionally owned Information Resources.

11. Attempting to circumvent, assisting someone else, or requesting that someone else
circumvent any security measure or administrative access control that pertains to
University data or Information Resources.

12. Use of University Information Resources in a manner that violates other University
policies.

13. Use of University Information Resources for the transmission of commercial or personal
advertisements, solicitations, or promotions in accordance with UNT’s ethics policy.
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14. Use of University Information Resources for transmission of political material in
accordance with University’s ethics policy.

15. Installing unauthorized software or hardware that permits unauthorized access to
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https://texreg.sos.state.tx.us/public/readtac$ext.ViewTAC?tac_view=4&ti=1&pt=10&ch=202
https://texreg.sos.state.tx.us/public/readtac$ext.ViewTAC?tac_view=4&ti=1&pt=10&ch=206
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.521.htm
https://comptroller.texas.gov/about/policies/open-records/public-information-act.php#:%7E:text=Texas%20Government%20Code%2C%20Chapter%20552,ask%20why%20you%20want%20them.
https://statutes.capitol.texas.gov/docs/PE/htm/PE.32.htm
https://policy.unt.edu/policy/05-015
https://policy.unt.edu/policy/07-006
https://policy.unt.edu/policy/08-001
https://policy.unt.edu/policy/13-010
https://policy.unt.edu/policy/14-002
https://itss.untsystem.edu/divisions/mrs/is/unt-system-information-security-handbook.php
https://bulkmail.unt.edu/bulkmail/unt_bulk_communication_system.htm

	Policy Number and Title: 14.003 Acceptable Use
	I. Policy Statement
	II. Application of Policy
	III. Policy Definitions
	A. Access
	B. Child Email Domain
	C. Cloud Service
	D. Confidential Information
	E. Data
	F. Email Domain
	G. Employee
	H. Information Resources
	I. Information Owner
	J. Least Privilege
	K. Personally Identifiable Information
	L. Primary Email Domain
	M. Users

	IV. Policy Responsibilities
	A. Guidelines
	1. Authorized Use
	2. Freedom of Expression
	3. Privacy
	4. Intellectual Property
	5. Valuable Assets
	6. Transportation
	7. Export Controls

	B. Information and Technology Use
	1. Security
	2. Email Use
	3. Cloud Services
	4. Websites
	5. Personally Owned Accounts, Software and Contracted Services
	6. Network Access
	7. Remote Access

	C. Responsibilities
	D. Misuse of Information Resources
	E. Access to University Information Resources
	F. Disciplinary Actions

	V. References and Cross-References
	VI. Revision History


