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MFA (Multi-Factor Authentication) Authentication using two or more different factors to achieve authentication. Factors
include: (i) something you know (e.g., password/PIN); (ii) something you have (e.qg., cryptographic identification device,
token); or (iii) something you are (e.g., biometric). Source: csrc.nist.gov/glossary/term/mfa

Policy

Acceptable Use

Computing resources at SUNY Geneseo are provided for educational and business purposes. As a convenience to the
Geneseo user community, limited incidental personal use of computing resources is permitted. Faculty and staff are
responsible for exercising good judgment about personal use in accordance with Geneseo and SUNY policies and ethical
standards for state officers and employees. In general, State officers and employees are charged to pursue a course of
conduct that will not raise suspicion among the public that they are likely to be engaged in acts in violation of the public trust.
Examples of incidental personal use may include sending an occasional personal email or visiting a non-work-related
website. Incidental personal use must comply with the following:

1. It cannot be illegal.

2. It cannot interfere with a Geneseo employee's job responsibilities.

3. It cannot adversely affect the availability, integrity, or reliability of Geneseo IT systems or cause harm to the activities
of others using the IT systems.

4. It cannot be inconsistent with the College's status as a state entity and its non-profit, tax-exempt status.

College-provided devices (i.e., laptops, desktops, tablets) shall not be shared with or used by anyone other than the primary
user.

College employees should use separate non-Geneseo accounts, email addresses, and devices for personal activities.
Personally owned devices should not be used to access sensitive Geneseo data (e.g., FERPA or HIPAA protected
information).

Resources

The College's information technology resources are, by nature, finite. All members of the college community must recognize
that specific uses of college information technology resources may be limited for reasons related to the capacity or security of
the college's information technology systems or as required for fulfilling the College's mission.

Although there is no set bandwidth, disk space, CPU time, or other limits applicable to all uses of college computing
resources, the college may require users of those resources to limit or refrain from specific uses if, in the opinion of the
system administrator, such use interferes with the efficient operations of the system. Users are also expected to refrain from
deliberately wasteful practices such as printing unnecessary large documents, performing endless unnecessary
computations, or holding public computers for long periods when others are waiting for the same resources.

User Accounts

Users are responsible for ascertaining what authorizations are necessary and obtaining them before using college computing
resources. The use of SUNY Geneseo's computer systems and network requires that the College issue a user account.
Every computer user account issued by SUNY Geneseo is the responsibility of the person whose name it is issued. Users
are responsible for any activity originating from their accounts that which they can reasonably be expected to control. Under
any circumstances, accounts and passwords may not be used by persons other than those to whom the account
administrator has assigned them. In cases when unauthorized use of accounts or resources is detected or suspected, the
account owner should change the password and report the incident.

College recognized clubs and student organizations may be issued a user account. Faculty advisors shall designate a
particular person(s) (e.g., club president) authorized to act on behalf of the club or organization. This person(s) is responsible
for all activity on the account and will be subject to College disciplinary procedures for misuse.

The college employs various measures to protect the security of its computing resources and its user's accounts. Users
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should be aware, however, that the college cannot guarantee security and confidentiality. Users should therefore engage in
"safe computing" practices using long complex passphrases, employing Multi-Factor Authentication, and guarding their
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Violations of this Policy include, but are not limited to:
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in significant costs to the college. Some examples of excess use may include writing a program or script or using an
Internet bot to perform a repetitive task such as attempting to register for a class or purchasing concert tickets online.
15. Abuse of incidental personal use - Incidental personal use must not:
a. Beillegal.
b. Interfere with a Geneseo employee's job responsibilities/work.
c. Interfere with the legitimate education and business purposes of Geneseo.
d. Result in any measurable cost to the College.
e. Adversely affect the availability, integrity, or reliability of Geneseo IT systems or cause harm to the activities of
others using the IT systems.
Violate this policy or other College or SUNY policies.
Be inconsistent with the College’s status as a state entity and its non-profit, tax-exempt status.
Be for personal gain.

oQ -

Reporting & Enforcement

Violations of this Policy may be reported through one's supervisor, Office of the CIO, the CIT HelpDesk, or the Information
Security Incident Report Form, or as otherwise permitted through College policy.

611;>E""FICI84+4>4-64H1"H)>;109"521"+,-. /012-+J3456+-7-89J : 554 ; 10<714J=>4J (-1259 (084iMi-, %D


https://wiki.geneseo.edu/display/cit/Password+Controls+for+Geneseo+Accounts
https://wiki.geneseo.edu/display/cit/Device+Encryption+Policy
https://wiki.geneseo.edu/x/cYN8Cg
https://forms.gle/pk1jbgwAQ14fb5vm6
http://www.geneseo.edu/handbook/policies_procedures#studentcodeofconduct
http://www.its.ny.gov/tables/technologypolicyindex.htm
https://wiki.geneseo.edu/download/attachments/55282911/NewYorkStateAcceptableUseBestPracticeGuideline.pdf?version=1&modificationDate=1351002393288&api=v2
https://www.law.cornell.edu/uscode/text/18/1030
http://lcweb.loc.gov/copyright/legislation/dmca.pdf
http://www4.law.cornell.edu/uscode/17
http://www.eff.org/share
http://www.respectcopyrights.org/



mailto:sue@geneseo.edu
https://wiki.geneseo.edu/label/cit/cit
https://wiki.geneseo.edu/label/cit/policy
https://www.atlassian.com/

