

https://policies.uic.edu/
https://www.uic.edu/
https://policies.uic.edu/
https://policies.uic.edu/uic-policy-library/
https://policies.uic.edu/uic-policy-library/information-technology/

Units may create policy that imposes additional restrictions on computational resources within their areas,
butin instances where a unit policy is less restrictive, this policy applies.

Underlying Principles

The following general statements provide the basis for making the specific recommendations that appear
here and for deriving answers to future policy questions.

Ownership

Computational resources are the property of the university and shall be used for legitimate university
iBstructional, research, administrative, public sena@dffand approved contract purposes.

University identifiers (NetIDs) and computer sign-ons are the property of the university. The university may
revoke these identifiers or sign-ons at any time with due cause.

Individual Responsibility

All UIC members are assigned a university identifier (NetID) and are required to create a password
associated with that NetID to access computational resources. Members may also be required to use a
second form of authentication referred to as two factor authentication (2FA) through a device such as a
phone app, SMS, or hardware token to access specific resources. Sharing of computational resources
and passwords is prohibited and it is your responsibility to protect these access mechanisms by
safeguarding your password and 2FA device.

Members may not attempt to disguise their identity, the identity of their account, or the device that they
are using while accessing university resources. Use of software that masks the origin of network traffic
when accessing non-university resources for privacy reasons is permissible. Members may not attempt to
impersonate another person or organization. Members may likewise not misuse or appropriate the

university's name, network names, or network address spaces. M ersi
ersit

Members are responsible for maintaining security controls that compl tiM






Devices connected to the UIC network may not route network traffic between a UIC network and an
external network without written approval from the Technology Solutions Network Infrastructure group.

Only Technology Solutions-approved domains may be operated within UIC Network address space.
Publicly accessible Domain Name Servers must be approved by Technology Solutions before they are
placed in service.

If Technology Solutions determines that a LAN, or any portion thereof, presents an immediate security risk
to other UIC computational resources, Technology Solutions may terminate or restrict the LAN's network
connection without notice until the issue has been remediated. If there is no immediate risk, Technology
Solutions will bring the matter to the attention of the LAN's network administrator and/or network
security liaison.

Technology Solutions will occasionally
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