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14.04 Acceptable Use of Information Technology
Resources
Purpose
The purpose of this policy is to outline the ethical and acceptable use of Information Technology (IT) resources at the
University of Northern Iowa (UNI). These rules are in place to protect students, faculty, and staff and to ensure that members
of the university community have access to reliable, robust IT resources that are safe from unauthorized or malicious use.
Insecure practices and malicious acts expose UNI students, faculty, and staff to risks including malicious software,
compromise of network systems and services, loss of services, and loss of data or information, including confidential data or
information.

Scope
This policy applies to all faculty, staff, and students as well as any other individuals or entities who use information and IT
resources at the University of Northern Iowa. This policy applies to all IT resources owned or leased by UNI and to any
privately-owned equipment connected to the campus network and includes, but is not limited to, computer equipment,
software, operating systems, tablets, phones, multimedia devices, storage media, the campus network, and university data.

Securing and protecting these significant and costly resources from misuse or malicious activity is the responsibility of those
who manage systems as well as those who use them. Effective security is a team effort involving the participation and
support of every member of the university community who accesses and uses IT resources.

Policy
Unless otherwise specified in this policy or other university policies, use of university information technology resources is
restricted to purposes related to the university's mission.  Eligible individuals are provided access in order to support their
studies, instruction, duties as employees, official business with the university, and other university-sanctioned activities.
Individuals may not share with or transfer to others their university accounts including network IDs, passwords, or other
access codes that allow them to gain access to university information technology resources.

Colleges, departments, and other administrative units have considerable latitude in developing complementary technology
use policies and procedures, as long as they are consistent with this policy and any other applicable technology use policies
of the university. High-security IT resources, such as those necessary for credit card
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