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Introduction
Iowa State University's Acceptable Use of Information Technology Resources policy (AUP) provides for access to
information technology (IT) resources and communications networks within a culture of openness, trust, and integrity. In
addition, Iowa State University is committed to protecting itself and its students, faculty, and staff from unethical, illegal,
or damaging actions by individuals using these systems.

1. Purpose
The purpose of this policy is to outline the ethical and acceptable use of information systems at Iowa State University.
These rules are in place to protect students, faculty, and staff; i.e., to ensure that members of the Iowa State University
community have access to reliable, robust IT resources that are safe from unauthorized or malicious use.
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4.2. Unacceptable System and Network Activities

Unacceptable system and network activities include:

4.2.1. Engaging in or effecting security breaches or malicious use of network communication including, but not limited
to:

4.2.1.1. Obtaining configuration information about a network or system for which the user does not have
administrative responsibility.

4.2.1.2. Engaging in activities intended to hide the user's identity, to purposefully increase network traffic, or other
activities that purposefully endanger or create nuisance traffic for the network or systems attached to the network.

4.2.1.3. Circumventing user authentication or accessing data, accounts, or systems that the user is not expressly
authorized to access.

4.2.1.4. Interfering with or denying service to another user on the campus network or using university facilities or
networks to interfere with or deny service to persons outside the university.
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4.3. Unauthorized Use of Intellectual Property

Users may not use university facilities or networks to violate the ethical and legal rights of any person or company
protected by copyright, trade secret, patent, or other intellectual property, or similar laws or regulations. Violations
include, but are not limited to:

4.3.1. Except as provided by fair use principles, engaging in unauthorized copying, distribution, display, or publication of
copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books, or
other copyrighted sources; copyrighted music or video; and the installation of any copyrighted software without an
appropriate license.

4.3.2. Using, displaying, or publishing licensed trademarks, including Iowa State University's trademarks, without
license or authorization or using them in a manner inconsistent with the terms of authorization.

4.3.3. Exporting software, technical information, encryption software, or technology in violation of international or
regional export control laws.

4.3.4. Breaching confidentiality agreements or disclosing trade secrets or pre-publication research.

4.3.5. Using computing facilities and networks to engage in academic dishonesty prohibited by university policy (such
as unauthorized sharing of academic work or plagiarism).

4.4. Inappropriate or Malicious Use of IT Systems

Inappropriate or malicious use of IT systems includes:

4.4.1. Setting up file sharing in which protected intellectual property is illegally shared.

4.4.2. Intentionally introducing malicious programs into the network or server (e.g., viruses, worms, Trojan horses, email
bombs, etc.).

4.4.3. Inappropriate use or sharing of university-authorized IT privileges or resources.
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4.4.4. Changing another user's password, access, or authorizations.

4.4.5. Using an Iowa State University computing asset to actively engage in displaying, procuring, or transmitting
material that is in violation of sexual harassment policy or laws, hostile workplace laws, or other illegal activity.

4.4.6. Using an Iowa State University computing asset for any private purpose or for personal gain.
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4.5. Misuse of Electronic Communications

Electronic communications are essential in carrying out the activities of the university and to individual communication
among faculty, staff, students, and their correspondents. Individuals should also read and follow the university's Mass
Email and Effective Electronic Communication Guide (see Resources below).

Prohibited misuses of university electronic communications include:

4.5.1. Sending unsolicited messages, including "junk mail" or other advertising material, to individuals who did not
specifically request such material, except as approved under the Mass Email and Effective Electronic Communication
Guide.

4.5.2. Engaging in unlawful harassment as defined by State and Federal law. 

4.5.3. Masquerading as someone else by using their email or internet address or electronic signature.

4.5.4. Soliciting email from any other email address, other than that of the poster's account, with the intent to harass or
to collect replies.

4.5.5. Creating or forwarding "chain letters" or solicitations for business schemes.

4.5.6. Using email originating from Iowa State University-provided accounts for commercial use or personal gain.    

4.5.7. Iowa Code section 68A.505 and Iowa Administrative Code Chapter 351-5 prohibit public bodies and public
employees from using public resources for political purposes, including expressly advocating the nomination, election,
or defeat of a candidate and/or expressly advocating the passage or defeat of a ballot issue. For additional information
and examples of prohibited use of public resources, see Iowa Administrative Code Chapter 351-5.

5. Enforcement
The Acceptable Use of Information Technology Resources policy is enforced through the following mechanisms.

5.1. Interim Measures

The university may temporarily disable service to an individual or a computing device, when an apparent misuse of
university computing facilities or networks has occurred, and the misuse:

5.1.1. Is a claim under the Digital Millennium Copyright Act (DMCA)

5.1.2. Is a violation of criminal law

5.1.3. Has the potential to cause significant damage to or interference with university facilities or services

5.1.4. May cause significant damage to another person
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